Alice Eve Bob
generate keys:
public k7, private k7
intercept kP publish k2
generate keys:
public kZ, private k¥
download k¥ — kE, spoof origin
message m € M
compute ¢4 = ey (m)
transmit ¢ 4 — ¢4, initercept
extract the cleartext
m = dye(ca)
change to m’ if desired
compute cg = ¢p5(m’)
spoof origin cg — receive cp

read the message
m' = dys(cg)




